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DATA PROTECTION POLICY

This document represents policy and procedures for data protection as approved by the Judicial Appointments Board for Scotland on Monday 8th June 2009.

The policy was last reviewed by the Board on 14th November 2011.
(signed)
……………………………………………………………………………

Secretary to the Board

Statement:
I have read and agree to abide by the procedures set out in this document.

(signed)………………………………………………………  (Board/Secretariat  Member)
NAME (please print)
……………………………………………………………..


DATA PROTECTION POLICY

Contents





Page

1.
Legal Framework for Data Protection


1

2.
The Data Protection Principles


2

3.
Subject Access Rights


4

4.
Enforcement of the Data Protection Act 1998
5

5.
Data Security – Physical Measures


7

6.
Data Security – Electronic Measures


10

7.
Data Security – Personal Measures


11

8.
Retention of Data



12

9.
Sharing data with others


13

10.
Finding out more – training and further information
14

Legal Framework for Data Protection

1.1 The Data Protection Act 1998 (“the Act”) makes provision for the regulation of the processing of information relating to individuals.  The term “processing” includes the obtaining, holding, use or disclosure of such information.  

1.2 “Data” is defined within the Act as information which can be retrieved, whether by machinery or on an accessible record.  Personal data is defined as data which relates to a living individual who can be identified from those data, or from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller.  Personal data includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.

1.3 The Judicial Appointments Board for Scotland has been notified as a Data Controller under the Act; this notification must be reviewed and updated annually.  
1.4 The Board holds personal data mainly on applicants for judicial office.  It also holds personal data about staff, Board Members and other contacts.

The Data Protection Principles

2.1
The Act states that anyone who processes personal information must comply 
with eight principles to make sure that personal information is:


1.  fairly and lawfully processed;


2.  processed for limited purposes;


3.  adequate, relevant and not excessive;

4.  accurate and up to date;

5.  not kept for longer than is necessary;

6.  processed in line with the rights of the data subject;


7.  secure;

8.  not transferred to other countries without adequate protection.


The processing must comply with all eight principles.

The First Principle: the Fair and Lawful Processing of Personal Data

2.2
In order to define the fair processing of personal data, the Act sets out 
conditions at least one of which must be met.  The conditions are as 
follows:
1.
The data subject has given his consent to the processing.

2.
The processing is necessary for the performance of a contract to which 
the data subject is a party, or for the taking of steps at the request of 
the data subject with a view to entering into a contract. 

3.
The processing is necessary for compliance with any legal obligation to 
which the data controller is subject, other than an obligation imposed 
by contract. 

4.
The processing is necessary in order to protect the vital interests of the 
data subject. 

5.
The processing is necessary for the administration of justice, for the 
exercise of any functions conferred on any person by or under any 
enactment, for the exercise of any functions of the Crown, a Minister of 
the Crown or a government department, or for the exercise of any other 
functions of a public nature exercised in the public interest by any 
person. 

6.
The processing is necessary for the purposes of legitimate interests 
pursued by the data controller or by the third party or parties to whom 
the data are disclosed, except where the processing is unwarranted in 
any particular case by reason of prejudice to the rights and freedoms or 
legitimate interests of the data subject.  The Secretary of State may by 
order specify particular circumstances in which this condition is, or is 
not, to be taken to be satisfied.

2.3
The word “necessary” (clauses 2-6) means more than simply “desirable” or 
“efficient”.  The question to ask is: is this processing strictly necessary in order 
to fulfill a relevant function, or could the function happen without it?
2.4
In relation to applicant information, personal data is provided by the data 
subjects themselves in application forms for judicial office.  The Board’s 
policy is to seek the consent of the data subject for the processing of the 
information.  The application form contains a section on Data Protection.  This 
makes clear to the applicant that by completing and submitting the application 
form he/she is agreeing that the Board may process his/her personal data in 
in accordance with the Board’s Data Protection Policy.  By signing the form 
applicants are giving their consent.  Applicants are asked to read the Board’s 
Data Protection Policy before submitting their completed form.  
Sensitive Personal Data

2.5
Some types of data are classed by the Act as “sensitive personal data”.  
These include some types of information sought by the Board about 
applicants: typically their physical or mental health, the commission or alleged  
commission of any offence and related proceedings and disposal, and racial 
or ethnic origin.  Some of this data is provided by applicants voluntarily by 
completing our diversity monitoring form.  The Act covers additional 
categories of sensitive personal information.  

2.6
The Act sets out extra conditions for the fair processing of sensitive personal 
data, one of which must be met.  The first of these conditions involves the 
data subject giving his or her explicit 
consent for the processing of the data; 
again, it is the Board’s policy to seek such consent on the application form. 

The other Data Protection Principles

2.7
It is necessary for the Board (or for staff acting on its behalf) when considering 
the processing of information, to decide whether individual elements of the 
processing meet all eight of the data protection principles.  This applies 
especially to proposals for new elements of processing, but the Board’s 
processes should be reviewed from time to time to ensure that they continue 
to meet requirements.  The Board’s processes and procedures are kept 
under 
review by the Process Working Group. 

Subject Access Rights

3.1 The Act provides individuals with the right to obtain a copy of the personal information held about them on computer and most paper records; and to arrange for correction where relevant.  However, the Act provides that personal data processed for the purposes of assessing any person’s suitability for judicial office is exempt from those subject access provisions.  In the interests of securing maximum frankness in gaining information from referees and in coming to its decisions, the Board does not make such records available to data subjects who request them.  

3.2 The Board does however offer feedback to unsuccessful applicants.

Enforcement of the Data Protection Act 1998

4.1 The Information Commissioner has powers for the whole of the UK in relation to data protection.  The Commissioner can seek to resolve complaints or take enforcement action.  The Information Commissioner is not to be confused with the Scottish Information Commissioner, who deals with Freedom of Information in Scotland.  

Offences under the 1998 Act

4.2 Offences under the Act can be grouped as follows:


Persistent breaches of the Act


A data controller who persistently breaches the Act and has been served with 
an enforcement notice can be prosecuted for failing to comply with a notice. 
This offence carries a maximum penalty of a £5,000 fine in the sheriff court 
and an unlimited fine in the High Court.


Notification offences


A data controller who fails to notify the Information Commissioner's Office of 
the processing being undertaken or of any changes to that processing can be 
prosecuted. Failure to notify is a strict liability offence: this means that being 
unaware of the requirement is no defence.  


Unlawful obtaining or disclosing of personal information


It is a criminal offence to knowingly or recklessly obtain, disclose or procure 
the disclosure of personal information, without the consent of the data 
controller.  


Obstructing a person who has a sheriff’s warrant for entry and inspection in


relation to matters covered by the Act


This carries a penalty of a fine not exceeding level 5 on the standard scale 
(currently £5,000). 

Liabilities of Individuals

4.3 Where an offence under the Act has been committed by a body corporate and is proved to have been committed with the consent or connivance of or to be attributable to any neglect on the part of any director, manager, secretary or similar officer of the body corporate or any person who was purporting to act in any such capacity, he as well as the body corporate shall be guilty of that offence and be liable to be proceeded against and punished accordingly.
Civil remedies for data subjects

4.4 Data subjects who have been caused harm through contravention by the data controller of any of the requirements of the Act are entitled to compensation from the data controller; application may be made to the Court of Session or to the Sheriff Court.

Data Security – Physical Measures

5.1. The following physical security measures are in place to ensure as far as is 
possible the safeguarding of personal information.

Within the offices of the Board

5.2. The offices of the Board are located within the headquarters of the Scottish Legal Aid Board, 44 Drumsheugh Gardens, Edinburgh.  The premises are shared with a number of other occupiers including the Penrose Inquiry, the Fingerprint Inquiry and the Commission for Ethical Standards in Public Life in Scotland.  The building is open to the public between the hours of 9 am and 5 pm on Monday to Friday, and between 9 am and 12.30 pm on Saturdays.  Visitors must report to the Reception Desk on the ground floor which is permanently manned during working hours.  Staff are expected to show their passes when entering the building.  
5.3. The following specific physical security measures are also in place within the 
Board’s offices:

a.
The Chief Executive’s office can only be accessed via the general 


office.


b.
The door to the general office is kept locked at all times unless a 


member of staff is present.

c.
All documents containing personal information about applicants for 


judicial office (for example application forms and references) are kept 


in security cabinets, except when they are temporarily removed for 


processing purposes.


d.
The keys to the security cabinets and all other lockable cupboards are 


kept within a wall-mounted key safe.  Each member of secretariat staff 


has a personal key to the key safe.  The Secretary to the Board keeps 


a full set of spare security cabinet keys.

e.
The last person to leave the general office each day is responsible for 


ensuring that all documents containing personal information are put 


away in the relevant cabinet, that all cabinets are locked, that all 


relevant keys are in the key safe, that the key safe is locked, and that 


the room door is locked. 


f.
Cleaning staff have access to the offices at night; all documents should 

be locked away by this time in accordance with (c) above.  


g.
Persons using the individual offices are responsible for ensuring that 


cabinets in those offices are locked and that doors are locked at the 


appropriate times.


h.
Visitors from outwith the Board report to Reception on the ground floor  
and are collected there by members of the Board’s secretariat staff.  
In 
general visitors to the Board’s premises will be seen in meeting rooms 
where
data are not normally processed.


i.
If, exceptionally, a visitor from outwith the Board enters the general 


office, the person responsible for any data which may be on view will 


take immediate steps to place it out of sight.  Generally, this will be the 


person who physically placed it on view.  However, if that person is not 

in the office, a colleague will take steps to place it out of sight.


j.
Visitors are escorted by Board staff at all times

Individual Board Members

5.4. For the purposes of an appointment round, each applicant provides an 
application form and any supporting information.  The Secretariat makes 
copies available to each Board Member for use in the sifting and interviewing 
process.  For the convenience of Board Members, the Secretariat makes up 
folders containing the necessary documents.  Only Board Members and staff 
have sight of the papers.  If references are requested for an applicant, copies 
are made available to each Board Member.  Board Members and staff must 
adhere to the following data security measures in respect of data being 
processed by individual Board Members.  


a. 
Staff mark each folder with the name of the Board Member for whom it 


is intended.


b.
Folders may be sent to Board Members by any of the following secure 


methods: courier, Standard DX to other DX addresses, DX tracked to 


residential addresses (Document Exchange, a secure commercial 


delivery service), hand delivery by a staff member, or collected in 


person from the office by the Board Member.  


c.
Before making arrangements to send the folders, the Secretariat 


contacts each Member to ensure the Member’s availability to take 


delivery on a given date.  It is acceptable for the Member to nominate a 

trusted individual to receive the parcel on his/her behalf: for example, a 

secretary or a family member. 


d.
The folders are wrapped in plain paper and  addressed 
to the relevant 

Board Member, marked “Personal and Confidential - Addressee 


Only”, and is stamped with the Board’s identifier.  


e.
Any parcel which a courier has been unable to deliver is retained by 


the courier until a convenient date for re-delivery is arranged with the 


Board Member.

f.
When the Board Member has finished with the folder, he/she returns it 


to the Secretariat for destruction at the appropriate time.  The


Secretariat ensures that all folders are returned and accounted for.  


Members who have access to secure destruction facilities may arrange 

for disposal of the material themselves with the prior agreement of the  


Secretariat.

g.
While the material is in the possession of the Board Member, it is that 


Member’s responsibility to take all reasonable steps to ensure that 


unauthorised persons (i.e. people who are not Board Members or staff) 

do not see the contents.  Depending on the Board Member’s domestic 


circumstances, at minimum this may mean ensuring that papers are


not on view in “public” rooms; alternatively it might mean keeping 


papers under lock and key so that family members, 
visitors, employees 

or others are prevented from having sight of them in the Board 


Member’s absence.


h.
Board Members should not take copies of the information provided.  



Data Security – Electronic Measures

6.1 Personal information from application forms is retained in an electronic database for the purposes of processing applications efficiently (for example, to perform mail-merges for sending letters to applicants and to record details of criminal convictions or diversity information).  Such information may also be kept in electronic files.  Only to the Secretariat staff have access to such files.

6.2 Limited use is made of portable electronic media such as encrypted memory sticks.  They are sometimes used, as an alternative to email, for passing sensitive documents securely between the Chairing Member, the Chief Executive and the Secretary to the Board.  These documents may contain sensitive personal data provided by applicants.  While the data will not normally include financial details, their loss could still cause damage or distress.  

6.3 The Information Commissioner’s Office recommends that data on portable storage devices should be encrypted, not just password-protected, if its loss would cause distress or damage. The devices used by the Secretariat are encrypted and will self-corrupt if unauthorised access is detected.
6.4 Portable electronic devices are normally passed hand-to-hand.  Exceptionally, if they must be entrusted to a delivery service, that service must be capable of tracking the delivery of the device.
6.5 The physical security measures in place (see above) help to safeguard electronic devices from being stolen.  Portable storage devices are kept under lock and key.  
6.6 All computers, including laptops, used by the Secretariat have the latest Scottish Government encryption software installed. 
Data Security – Personal Measures

7.1 Under the Data Protection Act 1998, it is a criminal offence knowingly or recklessly to obtain, disclose or procure the disclosure of personal information without the consent of the data controller.  This covers disclosures made by an individual without the consent of the Board.
7.2 Board Members and staff are aware that personal data of applicants for judicial office are highly confidential.  They are aware that they must not disclose them to anyone outwith the necessary process.  This requirement continues after a Board Member’s appointment has ended or a member of staff has moved on.

7.3 If a Board Member is aware of relevant information which has not been disclosed on an applicant’s form, he or she shares it with the Chairing Member, who makes a decision as to how to deal with the information.

7.4 As well as making sure they do not name applicants to people outwith the necessary process, Board Members and staff must ensure that they do nothing which allows other people to infer the identity of an applicant.  The Board does not make comment to third parties about individual applications, even after their appointment.

Retention of Data

8.1      
In line with the fifth data protection principle, the Board’s policy is that data 
must not be kept for longer than is necessary.  Principal and electronic copies of 
application forms and references are retained for 3 years and then securely 
destroyed.  All other copies and supporting material, such as examples of written work submitted by applicants, are destroyed at the end of the appointment round.  In all cases, the method of destruction is shredding either 
by the Secretariat or by a contractor on the Scottish Government’s approved list.  
8.2
The Board is a registered body with Disclosure Scotland.  As part of the 
appointments process, the Board checks with Disclosure Scotland whether 
applicants to be recommended for appointment have criminal convictions.  
Disclosure Scotland applications and disclosure certificates are handled in 
accordance with the procedures set out in this document.
Sharing data with others

9.1
The Board has an obligation to ensure that any organisation (or person) with 
whom it shares data has appropriate safeguards in place for the security of 
the data.  For organisations, that will normally mean a similar data protection 
policy.

9.2
In the case of applicants recommended for appointment, the Board sends 
those 
sections of their application form containing personal data to the 
Scottish Government where they are retained for the lifetime of their 
appointment.  
9.3 
Data sharing with individuals is likely to be extremely limited, and is likely to 
be limited to referees, possibly the Lord President in some circumstances, 
and with the applicants themselves.

9.4
Referees will have been nominated by applicants, and the information which 
should be disclosed to them is the fact of the applicant’s application and the 
request for a reference.

9.5
The involvement of the Lord President is subject to prior agreement by 
himself and the Board as to how he should use the data he is given.  
Applicants are informed of the intention to consult the Lord President in any 
particular appointment round.
9.6
It is often necessary to contact applicants themselves in relation to their 
application.  Caution must be exercised as to the possibility of inadvertent 
disclosure to others.  For this reason, correspondence is always marked 
“Private and Confidential” and the Board’s identifier is not put on the 
envelope.  In relation to telephone contact, staff must take care to ensure that 
they are speaking to the applicant.  If leaving a telephone message for an 
applicant, whether via a colleague or an answering machine, secretariat staff 
will leave their name and number only and will not refer to the Board.  If 
pressed, they will say that their call refers to a personal matter.  They will not 
leave substantive messages about interviews etc on answering machines, in 
case the applicant’s messages are picked up by another individual.  Staff will 
also ensure that they do not disclose such information to family members at an 
applicant’s home telephone number.

Finding out more: training and further information
10.1
Data controllers have an obligation to provide relevant training to persons 
handling data.  This document itself is a training resource.  Other training 
materials are offered to staff and to Board Members from time to time.
10.2
Further information about the requirements of the Data Protection Act 1998 is 
available from the Information Commissioner’s Office via its website 
www.ico.gov.uk .
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